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Experiment

Can we craft a PoC for a real SAP vulnerability during the talks’ 
time?

YOLO edition



SAP What?



SAP

German enterprise software company that has 
spent 50+ years building software for how 
businesses run.

+110k 
employees 
worldwide

€36.8B total 
revenue



SAP Architecture through the years..

SAP R/1 ~1973
SAP R/2 ~1980
SAP R/3 ~1992

A Brief History of SAP: An Introduction for the 
Uninitiated 

https://community.sap.com/t5/enterprise-resource-planning-blog-posts-by-members/a-brief-history-of-sap-an-introduction-for-the-uninitiated/ba-p/13885008
https://community.sap.com/t5/enterprise-resource-planning-blog-posts-by-members/a-brief-history-of-sap-an-introduction-for-the-uninitiated/ba-p/13885008


SAP Architecture through the years..

SAP Netweaver and SAP 
ECC
circa ~2004

Architecture of the SAP NetWeaver Application Server 

https://help.sap.com/docs/SAP_NETWEAVER_703/fd538b7d985f4857bc514975844dea56/47fe7aa040e23c8be10000000a42189c.html


SAP Architecture through the years..

SAP HANA
circa ~2011

SAP HANA Database Architecture 

https://help.sap.com/docs/SAP_HANA_PLATFORM/52715f71adba4aaeb480d946c742d1f6/d8d14ef53e244f6cabd10dd3f5e8c11e.html


SAP Architecture through the years..

SAP S4/HANA
circa ~2015

SAP HANA Database Architecture 

https://help.sap.com/docs/SAP_HANA_PLATFORM/52715f71adba4aaeb480d946c742d1f6/d8d14ef53e244f6cabd10dd3f5e8c11e.html


SAP Architecture through the years..

SAP BTP (Business 
Technology Platform)
circa ~2021

Beginner Level Understanding on SAP BTP Architecture 
Intermediate Level Understanding of SAP BTP 

Architecture 

https://community.sap.com/t5/technology-blog-posts-by-sap/beginner-level-understanding-on-sap-btp-architecture/ba-p/13556122
https://community.sap.com/t5/technology-blog-posts-by-sap/intermediate-level-understanding-of-sap-btp-architecture/ba-p/13855060
https://community.sap.com/t5/technology-blog-posts-by-sap/intermediate-level-understanding-of-sap-btp-architecture/ba-p/13855060


Enter pysap



Why pysap exists?

● Access to SAP packages and systems is challenging
○ $$$, licensing, export restrictions, etc.

● Setup, maintenance and configuration iswas challenging
○ $$$, scarce knowledge

● SAP security iswas very niche-ish, not too much knowledge sharing
○ closed culture, mostly dominated by SoD/IAM
○ only few vendors still owning the space

● SAP relies heavily on proprietary protocols and custom crypto
○ licensing, export restrictions, FIPS compliance, etc.
○ custom programming language with VM/compiler
○ roll your own crypto what?

● SAP security research required first understanding the protocol
○ understand/reverse the protocol -> implement it enough -> investigating -> cycle

● SAP attack surface is massive



SAP early (cyber)security history

<2002

SOX, Compliance-driven 
security, SoD (segregation of 
duties) and profile and 
access-based assurance

2002-03

First appearances at German 
circles 

SAP virus written in ABAP
“ORA Hack” paper
“SAP Password Sicherheit”

2006-07

First mainstream appearances

CanSecWest ’06
Steve Lord’s “Mo’ Budget, Mo’ 
Problems”

Black Hat ’07
Mariano Nuñez Di Croce ‘ 
Attacking the Giants - Exploiting 
SAP Internals

2008-09

First practical tooling

John-the-Ripper SAP CODV

Mariano’s sapyto

SAP Diag decompression

2010-12

Broader pentesting adoption

SAP Clients, worm-like infections, 
SAPRouter, backdoors, web 
applications, kernel buffer 
overflows, SQL injection, Java 
J2EE engine, SAP Portal, 
SOlution Manager, etc.

OWASP EAS Project (RIP)

2012

pysap

Introduction of pysap :)



pysap at work

Python-based, built on top of Scapy

Declarative packet definitions for each major 

protocol and file format

Client and helper modules for crafting and sending 

packets

Scripts for some common “stable” tools

https://scapy.net/


pysap at work

Network Protocols

- NI - the underlying networking layer
- Diag - the dispatcher service - aka the “GUI” protocol
- RFC (Remote Function Call) / NWRFC (Netweaver RFC) - 

the gateway for RPC calls
- Message Server - the inter service message broker
- SNC (Secure Network Connections) - the crypto layer
- HDB (HANA SQL Command Network) - the database 

service layer
- Router - the application-level routing/proxying
- Internet Graphic Server - the graphic rendering service - 

nobody knows why it’s there
- Enqueue - the HA enqueue service layer

File Formats

- SAR - archive files
- PSE (Personal Security Environment) - 

crypto and certificates storage
- SSO Credentials - PIN/cred storage for 

non-interactive access
- SSFS (Secure Storage in File System) - 

credentials storage

Other capabilities

- LZH / LZC - compression algorithm in 
pure Python

- Client / server classes, command-line 
tools, example scripts, etc.



pysap at work

What you can build?

- Scripts and small tools to exercise the 

protocols

- Research known/published 

vulnerabilities

- Fuzzers, with mutation that’s 

protocol-aware

- Differential and patch analysis via the 

exposed protocols

- etc.

Sibling projects

Low-interaction 
research honeypot

Protocol dissectors 
for network 

monitoring tools

https://github.com/OWASP/HoneySAP
https://gitlab.com/wireshark/wireshark


Little history of pysap

��
2012-14

Initial release of pysap and 
Wireshark plugin, driven by 
vulnerability research.

Defcon 20/Brucon’12: Focus on 
Diag/NI protocol research. 
Troopers’14: Addition of MS, 
Enqueue, Router protocols

2015

Initial release of HoneySAP, 
driven by exploratory research 
on deception

Troopers’15: Research on 
applying deception techniques to 
SAP

2016-18

Expansion to file-related attack 
vectors and crypto research. 
First major contribution.

Troopers’16: Addition of SAP 
CAR file format
Troopers’18: Addition of PSE and 
Cred file formats, IGS protocol

2019-21

Betrusted and anonGW attacks
OPCDE’19: PoC 
exploitation/assessment of 
already known vulnerabilities that 
gained high visibility, built with 
pysap

Addition of HANA focused 
research
Addition of HDB protocol and 
SSFS file formats

2022

Projects contributed to OWASP 
CBAS and Wireshark project

pysap and HoneySAP contributed 
to OWASP CBAS

Wireshark plugin merged with 
upstream project

2022-26

Continued development and 
maintenance

Tons of research using and 
referencing pysap

Recent Python 3 port promotion!

��
��

��
��

https://owasp.github.io/www-project-core-business-application-security/


Showtime!



AI + Offensive capabilities
=
?



Thesis: AI + Offensive capabilities = research agility

LLMs/Agents can help tremendously

● reverse engineering, generating experiments, 

analyzing responses, etc.

But LLMs/agents are not deterministic!

Harness - protocol primitives = wasted tokens

Harness + protocol abstractions = research agility

REFINEMENT

OBSERVATION EXPERIMENTATION

HYPOTHESIS

RESEARCH



Experiment Results

YOLO edition



PoC||GTFO + Offensive capabilities
=

research agility



PoC||GTFO + Offensive capabilities = research agility

Nowadays

- Generating code and tools is cheap
- Candidate bugs, PoCs and one-off tooling is becoming 

cheaper, but relevance is shorter

Offensive capabilities become more valuable by making 
experimentation cheaper

- Domain knowledge, protocol understanding, reusable 
primitives, ability to experiment, etc

- Provide agents with deterministic primitives

PoC||GTFO + Offensive 
capabilities

>>
CVEs/exploits



Thanks!
@martingalloar
martingallo.ar

Wanna play with pysap?

https://github.com/OWASP/pysap
 https://github.com/OWASP/HoneySAP

https://playbook.securitysilverbacks.com/ 
 

ABAP Cloud Developer Trial 2025 Available Now - SAP Community 
Trials and Downloads - SAP Developer 

http://martingallo.ar
https://creativecommons.org/licenses/by-sa/4.0/
https://github.com/OWASP/pysap
https://github.com/OWASP/HoneySAP
https://playbook.securitysilverbacks.com/
https://community.sap.com/t5/technology-blog-posts-by-sap/abap-cloud-developer-trial-2025-available-now/ba-p/14376009
https://www.sap.com/products/try-sap/trials-downloads.html

