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https://attack.mitre.org/techniques/T1110/003/
https://attack.mitre.org/techniques/T1110/003/
https://attack.mitre.org/techniques/T1110/004/
https://attack.mitre.org/techniques/T1110/003/


https://www.microsoft.com/security/blog/2020/09/10/strontium-detecting-new-patters-credential-harvesting/
https://www.bleepingcomputer.com/news/security/canada-suffers-cyberattack-used-to-steal-covid-19-relief-payments/






Input Prompt [T1411], Input Capture [T1417], Input Injection 
[T1516]

https://www.secureauth.com/blog/hijacking-2fa-a-look-at-mobile-malware-through-an-identity-lens/
https://attack.mitre.org/techniques/T1411/
https://attack.mitre.org/techniques/T1417/
https://attack.mitre.org/techniques/T1516/




Use Alternate Authentication Material: Web Session Cookie 
[T1550.004], Proxy Through Victim [T1604]

https://www.secureauth.com/blog/why-browser-fingerprinting-is-creating-challenges-for-identity-security/
https://attack.mitre.org/techniques/T1550/004/
https://attack.mitre.org/techniques/T1604/




Leverage established trust in identity 
security measures to retain access



Forge Web Credentials: SAML Token 
[T1606.002]

https://attack.mitre.org/techniques/T1606/


Exploiting user’s behavior 
against them



Use Alternate Authentication Material: 
Application Access Token [T1550.001]

https://krebsonsecurity.com/2021/05/malicious-office-365-apps-are-the-ultimate-insiders/
https://attack.mitre.org/techniques/T1550/001/











